5543 55 9 1 wofE Ik Vol.43 No.9
20229 A Journal on Communications September 2022

ETERRIMRRE NG SUHCNARE R R E A

EARM Y, 3R, HEANM
(1. FMEEBTRERF I ENS . S0 Mg TN 250, LI M 210044;
2. FRE B TRERFHFIOEHE B LR A PO, L5 EE 210044)

OB BT R ET ES R KR E R SO MRS R R R R B, RN 5 AT SR R R, SeBI
TR £ 3 4R UK DA T RS LS AR A B IRAE . AR SR ARAESSINGRIT, B AN A DS NBENLME, R 2
S BaFASTIL B R MR AT SRR, DA S e 7S AU . (EMEBDIRE R, R FGSM ZE o ikEAs, i@id
TS A LS R 1T, K JE T T 5% R VB N K ENSEBAE B IGAE . N T R 2 5 | 1 B RRBUIR G, BT
T —FRKENIGIEAESS, ok 5 TIN5 TR, A B O R B . £E B R, AT R IR
BB SS, WA R B SRNG R 5T 55 R R Sesg M ph ot BETT U I AL PR SEBUA 2 e IR, USRS IR AR 1T 551
R, Seaat R, REBRMERE NS TR RARE R, ARG I BE S R B A k. sk, BT
PEEEAE RIS T T & 5 AE P SER R A i ey, T HL B IR P RS e R S RO . IR AR
KEEIR: RRAURYT s WHPUREAS; ZE4rRaL; BAUKED; P& Fegu

FESES: TP39I

NHRFRERE: A

DOI: 10.11959/j.issn.1000-436x.2022184

Copyright protection algorithm based on differential
privacy deep fake fingerprint detection model

1,2 : 1,2 .o 1,2
YUAN Chengsheng *, GUO Qiang “, FU Zhangjie"
1. School of Computer Science, Nanjing University of Information Science and Technology, Nanjing 210044, China
2. Engineering Research Center of Digital Forensics, Ministry of Education, Nanjing University of

Information Science and Technology, Nanjing 210044, China

Abstract: A copyright protection algorithm based on differential privacy for deep fake fingerprint detection model (DFFDM) was
proposed, realizing active copyright protection and passive copyright verification of DFFDM without weakening the performance of
the original task. In the original task training, noise was added to introduce randomness, and the expected stability of the differential
privacy algorithm was used to make classification decisions to reduce the sensitivity to noise. In passive verification, FGSM was
used to generate adversarial samples, the decision boundary was fine-adjusted to establish a backdoor, and the mapping was used as
an implanted watermark to realize passive verification. To solve the copyright confusion caused by multiple backdoors, a watermark
verification framework was designed, which stamped the trigger backdoors and identified the copyright with the help of time order.
In active protection, to provide users with hierarchical services, the key neurons in the task were frozen by probabilistic selection
strategy, and the access rights were designed to realize the thawing of neurons, so as to obtain the right to use the original task. Expe-
rimental results show that the backdoor verification is still effective under different model performance, and the embedded backdoor
shows a certain robustness to the model modification. Also, the proposed algorithm can resist not only the collusion attack by the at-
tacker to recruit legitimate users, but also the fine-tuning and compression attacks caused by the model modification.
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